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AHHOTaUMNSA

Hactosiwee Pykosoacteo pononnsier gokymeHt MKTHAM.00101-01 91 01. Kpuntollpo CSP. Pykosoactso
agMmuHucTpaTopa besonactoctu. Obwas vacts npu ucnonssosannn CK3W nog ynpaenennem OC FreeBSD.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 TporpammHo-annapaTHblie cpeabl PYHKLUOHUPOBAHUSA

CK3W Kpuntollpo CSP Bepcumn 5.0 KC1 (XKTAM.00101-01) nog ynpasnenunem OC FreeBSD ncnonbsyercs B
nporpaMMHO-annapaTHbIX Cpeaax:

OC FreeBSD 11/12, pfSense 2.x (x86, x64).

Co cpokamm 3KcnslyaTauuu OMEpPauMOHHBIX CUCTEM, B cpese KoTopbix dyHkumonupyet CK3W, moxHo
O3HaKOMUTbLCS MO CIefYHOLWUM ajgpecam:

http://www.freebsd.org/security/security.html, pasgen Supported FreeBSD releases

https://lists.freebsd.org/pipermail/freebsd-announce/2016-0ctober/001754.html

1.2 KnouyeBble HOCuTenn

MNepeyeHb NOAAEPKNBAEMbBIX KNHOYEBLIX HOCUTENEN B 3aBUCUMOCTM OT MPOrpaMMHO-annapaTHol nnatgopmebi
otpaxeH B XKTHAN.00101-01 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.9.

Wcnonb3osaHue Hocuteneii APYrnx TunoB [ONYCKAETCA TOJIbKO MO COrjacoBaHUto C ®CB Poccun.

Mpumeyvanne. B coctas auctpmbytusa CK3W Bxogat 6ubnmoTeknm nogaepKy BCeX MNEPeYNCIEHHbIX
HocuTeneid, Ho He BxoaaT gpaiisepsl gns OC. Mo Bonpocam nosnyyeHusi gpaiiBepoB HeOOXxoANMO 0bpaLLaTLCs
K MPON3BOAUTENSIM COOTBETCTBYHOLLMX YCTPONCTB.
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2 VYctaHoBka aunctpubytusa N0 CK3U

VcTaHoBka, yganeHue un oboeneHue [1O ocywecTeasieTcs OT UMEHW MOJbL30BATENs, MMEIOLLEro Mpasa
aAMUHUCTPATOpa: Nof YYETHOW 3anncCbio root uam C Ncnonb3oBaHmemM KomaHgsl sudo.

CK3WM Kpuntollpo CSP Tpebyet crnepytolieli nociefoBaTe/lbHOCTU YCTAHOBKU: CHadafa YCTaHaB/WBAETCA
nposalifep, 3aTeM YCTaHABAUBAKOTCA OCTaJibHble MOAY/IN, BXOASLLME B COCTAB KOMMJIEKTALUN.

B OC FreeBSD pnsi ycranosku, yganerus n obHoenenusi MO npumenstotcs naketsl (packages). MNaket — apxus
anctpubyTuea, cogepxawuii daiinel yCTaHaBANBAEMOrO NPUIOXKEHUS U (haiifibl, NCMOL3YHOWMNECS NHCTAIATOPOM
O KOHPUTYpUpPOBaHNSl Cpefbl. DTOT apxuMB MMeET pacwmperune .tbz. [ns ngentudukauumm ero kak nakera, daiin
copepxut 5 dpaiinos, onuceisatowmx apxue (+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).

ns ycTaHOBKM nakeTa Mcnonb3yeTcsl KOMaHAa:
pkg_add <daiin_narera> (pkg add <oain_maketa> ans FreeBSD 10)

Hanpumep: pkg_add ./cpro-base-5.0_0.tbz

Ons ynaneHus nakera ncnosib3yetcsi KOMaHAa:
pkg_delete <ums_nakeTa> (pkg delete <paitn_maketa> ans FreeBSD 10)

Hanpumep: pkg_delete cpro-base-5.0_0

Paiinbl 3 NakeToB ycTaHaBnMBatoTcs B /opt/cpro-csp.

MakeTbl 3aBUCST APYr OT Apyra, NO3TOMY [OJIXKHbI YCTAHABIMBATLCS MO MOPsiAKY C YHETOM 3TUX 3aBUCUMOCTEN,
a ypansiteCst B 0bpaTHOM nopsifke. YCIOBHO MOXHO CHUTATh NPaBUIbHBIM MOPSIAKOM TOT, KOTOPbINA onncaH B Tabaunue
3aBUCMMOCTEN 1 Ha3HayYeHUst nakeTos (cm. Tabsn. 1).

CrpaHnua 7 us 28



MKTAN.00101-01 91 04. KpunTollpo CSP. Pykoeoacteo agmunuctpaTtopa besonactoctu. Vcnonssosanue CK3N
nog ynpaenernnem OC FreeBSD

Tabnuua 1. 3aBMCUMOCTI 1 Ha3HAYEHUS NAKETOB

ims naketa 3asucumoctn HasHauenune naketa
ObsizaTesibHbIE NaKeThI

cpro-base-. . . BasoBbIli naket, ycTaHaBiIMBaeTCs NepBbLIM.

cpro-rdr-. .. cpro-base-. . . OcHoBgHble npunoxenusi, cuntoiBatenn u JCH.

cpro-kcl-. .. cpro-rdr-. .. Mpogaiigep KC1.

cpro-kc2-. .. cpro-rdr-. .. Mpogaiigep KC2, ycTaHaBnnBaeTcs TONBLKO TaMm, rae
B 3TOM €CTb HeobxogumocTb. B atom cnydae cpro-
kcl-... obbl4HO He cTaBUTCS.

cpro-capilite-. .. | cpro-rdr-. .., cpro-kcl-... nnu cpro-kc2-... | CAPILite, nporpaMmei " bubnmortekn
41 BbICOKOYPOBHEBON paboTbl ¢ kpunTorpadpueii
(ceptucpukatamu, CMS. . .).

[dononHnTensHbie NakeTol

cpro-rdg-. .. cpro-rdr-. .., open-motif, XFree86-libraries | pacdunyeckuii Buo[JCH, sanpoc naponsi m pgpyrue
GUl-gnanorn.

cpro-rdp-. .. cpro-rdr-. .., pesclite Mogynn nogaepxku PCSC-cunTeiBaTeneii, cmapt-
kapT (PWK, Ockap, Maructpa...).

cpro-cspd-. . . cpro-base-. .. MakeT ans paspaboTymka.

cpro-drv-. .. cpro-base-. . . [NpaiisepHasi bubnunoTeka.

cpro-drvd-. .. cpro-cspd-. . . MakeT ans paspaboTynka apaiisepos.

cpro-stnl-. . . cpro-capilite-. . . VhueepcanbHblii SSL/TLS TyHHens.

cpro-rdemv-... |cpro-rdr-... Mogynb nogaepxku EMV.
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3 QO6HosneHune NO CK3U

Ons obHoenenns MO CK3W na OC FreeBSD Heobxogumo:
® 3aMOMHUTL TekyLyyto KoHdurypauuto CSP;
— Habop yCTaHOBJ/IEHHbIX NAKETOB;
— HacTpoiikn npoBaiigepa (A1 NPOCTOTbI MOXHO coxpaHuTb /etc/opt/cprocsp/config[64].ini);
e ynanute wraTHoiMu cpeacteamu OC Bce naketsl CK3U;
® YCTaHOBUTL aHasornyHble HoBble naketsl CK3U,
® Npu HEobXOAMMOCTU BHECTM U3MeHeHusi B HacTpoiikm (MoxHo nocmoTpets diff craporo n Hosoro
config[64].ini);
® KJIOYM N CepTUGMKATLI COXPAHSIIOTCS aBTOMATUYECKM.
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4 Hactpoiika CK3U

4.1 [doctyn k ytununte gna Hactpoiiku CK3U

Hactpoiika CK3W ocywiecteasieTcss ¢ nomowbio yTunutel cpconfig, KoTopasi BXogUT B COCTaB ANCTpubyTmBa
U PacnosioXeHa B gupektopun /opt/cpro-csp/sbin/<massanue_apxuTerTyph>. Ecnu ycranoenens naketsi CK3U
N5 OBYX apxXuTeKTyp, Hanpumep, ia32 n x64, To AelicTBUS NO HACTPOIiKe HY)KHO NPOBOANTL ABaXKAbl — A5 KaXKAOM
apXUTEKTYpbl C NOMOLLbO cpconfig M3 COOTBETCTBYIOLLE NanKu.

4.2 Bsop cepuniiHOro Homepa NnNLEeH3nn

Mpu yctaHoBke nporpammuoro obecnevenuss Kpuntollpo CSP 6es BBOga /IMUEH3MM NOABL30BATENIO
NPeaoCTaBAseTCA JINLUEH3NS C OTFPaHUYEHHbIM CpPOKOM peicteusi. [ns ucnonw3osanust Kpuntollpo CSP nocne
OKOHYaHUsl 3TOMO CPOKa MOJIb30BaTeNb [OJIKEH BBECTM CEPUiiHBIN HOMEp C BNnaHKa NULEH3UKU, MOJTYYEHHOWR Yy
opraHusaumn-paspaboTyrka uanm opraHm3auuy, UMEKLLE NpaBa pacnpocTpaHeHns npogykrta (awsiepa).

[ns npocmoTpa uHopMauum o NMUEH3NN BbINONHNATE:

# cpconfig -license -view

[ns BBOAA NMLEH3UN BbINONHUTE:
# cpconfig -license -set <cepuiiHbii_HOMEp>

CepuiiHblii HOMep cnesyeT BBOAUTL C COD/IOAEHNEM PErncTpa CUMBOJIOB.

4.3 Hactpoiika obopyposaHna CK3U

Vtunnta cpconfig Takke npefHasHadeHa ANs M3MeHeHWsi Habopa ycTpolicTB xpaHenus (HocuTeneii) u
cunTbIBaHMs (CHNTbIBaTENER) KIOYEBON WHOPMaLMM 1 [AaTHUKOB CryvailiHbIx ducen. [lpesycTaHOBIEHHBIMY
apnatoTcs cunTtoisaTtenu flash-nocnteneii n obpas anckeTbl Ha XXECTKOM ANCKe.

ﬂ'ﬂﬂ NPOCMOTpPa CNNCKa HACTPOEHHbIX CYNTbIBATENEN:

# ./cpconfig -hardware reader -view

CunTblBaTENb AWCKET HE YCTAHaBAMBAETCS MO YMONYAHWIO, TaK KakK MpU OTCYTCTBUWM AUCKETbI B AWCKOBOAE
nepeYnceHne KOHTENHEPOB CUNIbHO 3amMeansieTca. [na nobaeneHns cHMTbIBAaTENS OUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

Ons npocmoTpa cnucka HacTpoeHHbix JCH:

# ./cpconfig -hardware rndm -view

Ons konconsHoro Buo[JCH tpebyercsi nakert cpro-kcl. Jns gobaenerus koHconsHoro BnodCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"
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Ons rpacpuyeckoro BuoJCYH tpebyercs naker cpro-rdg n X-cepeep. Jnsi nobasnenus rpacpuyeckoro buo4CY:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"

ﬂ'ﬂﬂ ,D|O6aBﬂeHI/I$I MNCMNONb30BaHNS BHELUHER raMMbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cpro-csp/dsrf/
dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cpro-csp/dsrf/
db2/kis_1

Takxe Heobxoanmo ckonupoBaTh halinbl C JaHHBIMM, NOJyYeHHbIMU C nomoubto "APM BbipaboTkn BHelwHed
rammbl". 115 3Toro BbINONHMTE KOMaHAB! (Npu ycioBum, 4To aiinsl HaxogsaTes B /tmp/db[1,2]):

# cp /tmp/dbl/kis_1 /var/opt/cpro-csp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cpro-csp/dsrf/db2/kis_1

Ons pabotbl co cuntbiBatenem PC/SC Tpebyetcs naket cpro-rdp. lNocne noakntoueHns cumteiBaTens ysHaiite
UMs YCTPONCTBA:

# /opt/cpro-csp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

ﬂ'ﬂﬂ ,D,O6aBﬂeHI/I$| CYHNTbIBATENA I/ICI'IOJ'Ib3yI7ITe 3TO NMA:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

[ns nonyyeHns noapobHoli cnpaeku no cpconfig:
# ./cpconfig -help

# ./cpconfig -hardware -help

4.4 YcrtaHOBKa NapamMeTpoOB >XYpPHaJIMpoBaHNA

CK3W noszeonsieT cobupaTe 0TnafouHyto nHMOPMaLMIO Y UMEET BO3MOXKHOCTL MPOTOKOJIMPOBAHMUS COBLITUI.
VHdopmaumns 3anuceiBaeTcs B cucteMHblii xypHan (obbidHo B /var/log/messages). CyliecTByeT BO3MOXHOCTb
M3MEHEHNS HACTPOEK XKYPHANMPOBAHUS Pa3finyHbIX Mogynei npoaykTa. CywecTByeT BOSMOXKHOCTL M3MEHEH US| YPOBHS
XKYPHaNMpoBaHMsi M popMaTa BbIBOLUMbIX OTNAAOYHbIX coobuieHunii. [ns nonyveHus CnpaBkuM MO HACTpoiikam
XKYpPHaMPOBaHUS:

# cpconfig -loglevel -help
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Mogynu, onsi KOTOpbIX NOAAEPKUBAETCS XKYPHANINPOBAHME:

® CpcCsp — sA4pO KpunTonpoBaigepa

e capil0 — CryptoAPI 1.0

e capi20 — CryptoAPI 2.0

e cpssp — TLS

e cpext — gononHenusi ans CryptoAPl 2.0
e cloud — Cloud CSP

e pcsc — PC/SC

4.5 HacTpoiika kpuntonpoBaigepa No yMOJ14aHUIO
[nsa npocMoTpa TUNOB JOCTYMHbIX KPUNTOMPOBaiAepoOB:

# ./cpconfig -defprov -view_type

[ns npocMoTpa cBOWCTB KpUNTONpoBaiifilepa HY>XHOro TUNa:

# ./cpconfig -defprov -view -provtype <provtype>

[ns yctaHoBkM npoBalifepa No yMOAYaHWUIO At HYXKHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

[ns nonydveHus nmeHmn nposaiigepa No yMOAYaHUIO A/t HYXKHOrO Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6 BkniwouyeHune pexnmma YCUJIEHHOrO KOHTPOJISi WNCNOJIb30BaHUSA
KJaKo4emn

PeXXnM  yCUIIEHHOrO KOHTPOAS MCMOAb30BaHUA KJodeli obecnednBaeT OCYLIECTB/IEHWE KOHTPOJS CPOKa
LNEeACTBUS AONTOBPEMEHHBIX KtoYeli 3/1eKTPOHHON NOANUCH N KNHOYEBOro OBMeHa, KOHTPOAS JOBEPEHHOCTN KAtoYel
NPOBEPKN 3JIEKTPOHHOM NOANUCH N KOHTPOJS KOPPEKTHOrO NCMOJIb30BaHNA NPOrPaMMHONO AaTHMKA CYHaWHbIX YCen.
Mocne ycnewHoi MHCTaNASLNN HEOBXOAMMO BKJIKOUUTL AaHHbIA PEXUM, BbINOAHUB KOMaHAY:

#./cpconfig -ini '\config\parameters' -add long StrengthenedKeyUsageControl 1

[ns obecneyeHnst KOPPEKTHOrO (OYHKLMOHMPOBAHMS NPOBaiepa B 4acTn BbIpaboTKN 3N1EKTPOHHOR NOANUCK, a
TakXe paboTbl C BpeMeHHbIMU KitoHaMm (B 4aCTHOCTY, Asist paboTsl B pamkax TLS-coeguHenuns 6e3 ayTeHTudbmkaumm
K/AWEHTA) W FeHepauunm CnydaiiHbiX AaHHbIX HEOBXOAWMO MPON3BECTW BbIPabOTKY LOJFOBPEMEHHBIX KIHOYER Win
3anycTuTh YTUWINTY csptest, NpefBapuUTENbHO MPOBEPUB, YTO 3APErnCTPUPOBaH XOTs Dbl OGMH JATYUMK CAyYalHbIX
yucen:

# ./csptest -keyset -verifycontext -hard_rng

@ Mpumeyanne. Ncnonbsoeanne CK3W 6e3 BKAOYEHUS PEXNUMA YCUJIEHHOrO KOHTPOJISt WCMOJIb30BaHUS
KJIHOYeEl paspellaeTcs UCKIIOYNTENIbHO B TECTOBbIX LiEsiX.
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4.7 HacTpoiika napameTpoB aJiropuTmMoB

Ons ycTaHOBKM napameTpos anroputmos (415 nposaiaepos Tuna 75):
napaMeTpbl aAropuTMa WncpoBaHmus:

# ./cpconfig -ini '\config\QOID' -add string cipher <0ID>
napaMeTpbl anropuTMa NOAMNCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el_2001 <0ID>
napametpbl anroputma Auddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2001 <0ID>

Ons yctaHoBku napameTtpos anroputmos (ans nposaiigepos Tuna 80):
napamMeTpbl anroputMa WudpoBaHmus:

# ./cpconfig -ini '\config\QOID' -add string cipher_2012 <0ID>
napamMeTpbl anropuTMa NoAMNUCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el_2012 <0ID>
napameTtpsl anroputma Audpdun-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2012 <0ID>

Ons ycraHoBku napametpos anroputmos (ans nposaiigepos Tuna 81):
napameTpbl anroputMa WudpoBaHmns:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napameTpbl ajropuTMa nognucu:

# ./cpconfig -ini '\config\OID' -add string sign_el512 <0ID>
napametpbl anroputma Auddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el512 <0ID>

MepeueHs nopaepxusaembix B Kpuntollpo CSP  wngenTudukatopoB Kkpuntorpadpmyeckux napameTpos
anroputmos ykasaH B CSP_5_0. chm.
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5 VYcTaHoBka conyTCTBYHOLWMNX NaKeTOB

[ns nepegaun no cetn 3anpocoe Ha ceptudmkatol, CRL v T.n., a Takxe A5 NOAAEPKKN LOMOAHUTENbHBIX
KJIKOHEBbLIX CHUTLIBATENEl U HOCUTENEN MOXKET NOTpeboBaThLCA YCTaHOBKA AOMOJIHUTENBHBIX MAKETOB.

Ecnu conytcteytowme nakeTbl ckauqmBatoTcs u3 VIHTepHeTa, Heobxoanmo MOATBEPANTL WX LESOCTHOCTb,
npoBepmB noanncCb WNAN XSLU. Ecnn ncroyHunk He o6ecnel-||/|BaeT TakKNEe MEXaHU3Mbl, OOMNYCKAETCA WUCNOJb30BaHNE
NakeToB TONbKO C Aucka ¢ auctpubytusom CK3W, rae stm mexaHnsmbl ncnonbsytorcs. Ha aucke nakeTsl nexat
B nanke \extra.

5.1 bBwbnnoreka libcurl
Wcnonb3yetca gns nepegaym 3anpoco Ha ceptudpmkatsl, CRL u T.n. no cetu.

C caiita pa3paboTunka npoekTa MOXHO CKa4aTb MAKET C UCXOLHLIMU TEKCTAMU AJisi CAMOCTOSITENIbHOW COOpKM.
Kak npaeuno, Tam xe ectb 32-6UTHble BrHapHbIe NaKeTbI.

32-6uTHbI BuHapHBbIA nakeT gocTyneH Ha caiite npoussoantens OC: ftp://ftp.freebsd.org/pub/FreeBSD/
ports/i386/packages-current/All/

Take MOXHO cobpaTb bubnnorteky us noptos /usr/ports/ftp/curl.
Mocne yctaHoBKM BMbNMOTEK HEOBXOAMMO 3aperncTpupoBaTh nyTn K HuM. Hanpumep:

/opt/cpro-csp/sbin/ia32/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local
/1ib/libcurl.so
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6 CocTtaB n Ha3HadeHue komnoHeHT MO CK3U

6.1 bBasosble mogynu CK3U

MO CK3W cogepxut cneaytowme basosble MOLYN:

libcsp — puHamnyeckn 3arpyxaemas bubnnoteka «Kpuntollpo CSP».

libcspr — Bubnuoteka paboTel ¢ yaanéuubim « Kpuntollpo CSP».

drvcsp — auHamMuyeckmn 3arpyaemblii MOAy/b siapa.

libssp — bubnnoTteka nogaepxkn momyns cetesoii ayteHTudpukauum «Kpuntollpo TLS».
cpverify — mMogynb KOHTPONS LENOCTHOCTH.

wipefile — mogynb yaaneHus gaiinos BMeCTe C COAEPXKUMbBIM.

Ha3BaHuax guctpubytneos CK3W ucnonbsytotca cnegyrowme obosHaveHus:
cpro — npedukc;

Ccsp — KpunTonposaligep;

drv — 3arpyxaembiii Mmogynb sigpa OC;

[d] (onuymoHanbHO) — ykasbiBaeT Ha AOKYMeHTaUmMto (TECTOBbIE MPUMeEpbI);
i386 — nnaTtchopma Intel.

e e 0 0 0o

6.1.1 bBwnbnunoTeka libcsp

Bubnuorteka libcsp peanusyeT ueneBble PyHKUUM KpUNTOrpachuHeckoi 3awmTel uHopmauum, paboTy ¢
KJtO4aMK, JOCTYN K KAtoyeBbiM Hocutensam, buodCH.

6.1.2 bBwubnuoteka libcspr

BubnnoTeka libcspr obecneunsaer ypaneHHblii pocTyn K KpunTonposaiigepy, YHKLNOHMPYIOWEMY KaK
OTAENbHbIN cepBuC.

6.1.3 [paiisepHas 6ubnuoteka drvcsp

Bubnnoteka drvcsp, ncnonb3yemas B KavecTBe AuMHaMuyeckn 3arpyxxaemoro mogyns sagpa OC, peanusyer
yenesble OyHKLNM KpUNTOrpachnyeckoii 3awmuTbl nhgopmanum (kpome dpopmuposatus IM1) n paboty ¢ kntoHamum.

6.1.4 Mopaynu ceresoii ayteHTudukauymm Kpuntollpo TLS

Moaynb libssp obecneunsaer peanusaumio npotokona cetesoii ayTeHTudpmkaumm Kpuntollpo TLS. Obuiee
onucaHue npoTokona npusegeHo B pokymente XKTANM.00101-01 91 01. Kpuntollpo CSP. Pykosoacteo
agMuHucTpaTopa besonacHocTu. Obuwiasa YacTs.

Mpotokon TLS (RFC 2246) ncronbayercst Ans 3alnThbl COEAUHEHUI B KIINEHT-CEPBEPHbBIX TEXHONOTUSIX.

MNporpammuoe obecnedenne «Kpuntollpo TLS» sBnsietca peanwsauyueii npotokona TLS u wncnonbsyer
kpunTorpacdunyeckue yHkumu Kpuntollpo CSP ans obecnedeHus npouecca ayTeHTupUKauum u wndppoBaHus
Tpachuka MeXay KJAUEHTOM U CEPBEPOM.

6.1.5 Mopgynb cpverify

Mogynb cpverify npefHasHayeH ans KoHTpoast uenoctHocTu npu ycranoeke CK3W v dyHkunonuposanun MO
CK3W Kpuntollpo CSP Ha M3BM nonb3osaTens.
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6.1.6 Mopgynb wipefile

Mopyne wipefile ucnonbsyetca ans ypanexns dalinos BMecTe C COAEPXXMUMbLIM MPU LITATHBIX U HELITATHbIX
(cBONUMpoBaHMe) cUTyaumsix.

6.2 Moaynn nogcmuctembl nporpaMmmHoii cpeabl (PYHKLMOHUPOBaAHMNS
kpuntocpeactea (CP)
6.2.1 Mopgynb libcapi20

Moaynb libcapi20 wcnonbsyetcs ans ynpaeiaeHus cepTudmkaTtamu OTKPbITbIX KAtOYel, a Takxke [Ahs
obecneveHunsi BbINONHEHMSI KpunTorpadmyecknx 3anpocoB Ha ypoeHe unTepdpeiica CryptoAPIl v. 2.0. WHtepdpeiic
moayns capilite sansierca nogMHoxxecTeom uHTepdeiica CryptoAPI v. 2.0.

6.2.2 Bunbnuorteka librdrrdr

Bubnuoteka librdrrdr obecneumnsaer yHuduumposaHHblii nHTepdelic AOCTyNa K KAOYEBbIM HOCUTENSM BHE
3aBUCUMOCTM OT WX TUNa.

6.2.3 Mopaynun ycTpoiCcTB XpaHeHus Kato4vesoii nHdopmauymm

Mogaynun obecneunBsaloT peasnsaunio 4OCTYNa K KOHKPETHLIM TUMaM KJOYEBbIX HOCMTENER U cYnTbIBaTENEl:
e librdrfat12 — k anckosogy n auckete 3.5"n pasgeny XecTkoro gucka;

e librdrpcsc — k cunTbiBaTENnsiM cmapTkapT u eToken, nogaepxusatowmm untepcpeiic PC/SC;

e librdremv — Kk kntouesbiM HocuTensm EMV n Gemalto.

6.2.4 bBbubnnoteka librdrsup

Bubnnoteka librdrsup obecneunsaet peanuzaunio obwmx yHKUMIA [OCTyna K pasinyHbIM YCTPOACTBAM
XPaHEHUS KJIKOYEBbLIX HOCUTENENA.

6.2.5 Moaynn paTYNKOB CNy4arHbIX 4Yucen

Bubnuoteku librdrrndm wu librdrrndmbio obecneumnsatot nogaepxky pabots! ¢ duzunveckum 4CH nporpammuo-
annapatHoro kommnaekca 3awutsl ot HC n BuolJCH cooTtseTcTBEHHO.

6.2.6 bBbubnunorteka libasnldata nogaep>xku npotokona ASN1

Bubnuoteka libasnldata copepxut dyHkuuu npeobpasoBaHusi CTPYKTYpP [LaHHbIX B MalIWHHO-HE3aBMCUMOE
npeAcTaBsIeHue.
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7 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
Kpuntollpo CSP. Pykoeoacteo agmuuuctpatopa besonacHoctu. Obwas 4vacts u pasgena 5 XXTHAN.00101-01 95
01. NpaBuna nonb3oBaHUs.

Mpu ucnonszosanun CK3W nog ynpasnennem OC FreeBSD HeobxoanMo npeanpuHsaTh JONOAHNTENbHBIE MepbI
OpraHN3aLMOHHOIO 1 TEXHUYECKOrO XapaKTepa U BbIMOJAHUTL JOMOSHUTENbHBIE HACTPOWKM ONEPALNOHHOW CUCTEMBI.
Mpn aToM mosiXKHa pelaTbcs 3afada kKak obecnedveHns gonoaHuTenbHoi s3awmtel cepeepa n OC ot HC, Tak u
obecneyeHuns becnepeboitHOro peXxkuMa paboTbl N UCKOYEHNS KOTKa3a B ODCNY)KMBaAHUN Y, BbI3BAHHOIO BHYTPEHHUMU
npuynHamun (Hanpumep, nepenonHeHneM aiknoBbIX CUCTEM).

7.1 OpraHnsaymoHHo-TexHun4eckue mepbl 3awntbl ot HC/

Onsa OC FreeBSD pgononHutensHo pomkeH ObiTb peannsoBaH CAeLYIOLMIA KOMMAEKC OPraHM3aLnoHHO-
TexHn4ecknx mep 3awmuTel ot HC:

1) B cucreme peructpupyetcsi oguH nosib3oBaTesb, obnaAatownii NnpaBamMn afMUHUCTPATOPa, HOCALLMIA UMS
root, Ha KOTOpOro Bo3naraetcs obsisaHHOCTb KoHdurypuposats OC FreeBSD, Hactpaumsath 6Hesonactocts OC
FreeBSD, a Takxe koHdurypuposaTs [M3BM, Ha koTopyto ycranoenena OC FreeBSD.

2) [ns nonb3oBaTens root BoIOUPaeTCs HAAEXHbIV Naposib BXO4A B CUCTEMY, YAOBNETBOPSIOLNI CNELYIOLLNM
TpeboBaHUAM: AJiHa Mapossi He MeHee 8 CMMBOJIOB, Cpeau CUMBOJIOB MapoJisi AOJKHbI BCTPEYaThbCA 3arsiaBHble
CUMBOJIbI, MPOMUCHbIE CUMBOJIbI, LMMPPbI U CrelnanbHbie CUMBOJLI, CPOK CMEHbI Maposisi HE pexe OfHOro pasa B 6
MeCsILEB, JOCTYN K Maposito AosKeH bbiTb obecneyeH TONLKO agMUHUCTPaTOPY.

3) Monb3oBaTtento root focTynHbl HacTpoiikm Bcex nonb3osateneli OC FreeBSD, kotopble oH MoxeT
MPOCMaTpUBaTb, PESAKTUPOBATL, YAANATbL, co3haBaTh. Becem nonbsosaTtensm, sapeructpuposanibim B OC FreeBSD,
NnoNb30BaTeb roOt B COOTBETCTBUM C MOJAUTWKON Oe30macHOCTW, MPUHATOR B OpraHM3aunm, LAaeT MUHUMAJLHO
BO3MOXHbIE AJ1s1 HOPMaJbHO paboTel npaBa. Kaxablii nonbsosaTtens OC FreeBSD, He siBasiowmniics nonb3oBatesem
root, MOXXeT NPOCMaTpuBaTb U PeflakTUPOBaTb TOJIbKO CBOW YCTAHOBKM B paMKax MpaB JOCTYNa, HAa3HAYEHHbIX eMy
noJib3oBaTesieEM root.

4) Bcex nonb3osateneii [IBM, koTopble He MoNb3yloTCs [aAHHOW CUCTEMONA, UM BCEX CTaHAAPTHbIX
nonb3oBaTesneii, kotopble cospatorcst B OC FreeBSD Bo Bpemsi ycranoskn (Takux, kak sys, uucp, nuucp u listen),
KpPOME MOJIb30BaTENs root, CeayeT yaananTs.

5) B OC FreeBSD cyujecTBytoT ncnosHsiemble aiifibl, KOTOPbIE 3aMyCcKatoOTCsi C MpaBamu MoJb30BATENs root.
ITu daiinbl nmetoT yctanosneHHoblii pnar SUID. MNMonb3oBaTtens root [oMKeH OnpefennTb, KakuM 13 3Tux paiiios
B paMKax OMpefesieHHOW B OpraHmM3auumm NoauTMKM OesonacHoCcTu He TpebyeTcst 3anmyck C afMUHUCTPATUMBHLIMU
NoAHOMOYUAMU, 1 C noMowbto cbpoca dnara SUID gonkeHn cBeCTU KONMYECTBO Taknx (PaiioB K MUHUMYMY. 3anyck
ocTaBLmnxcst palisioe ¢ yctaHosseHHbIM hnarom SUID gonkeH KOHTPOAMPOBaTLCS MOJIb30OBATENEM rOOt.

6) Mpwn ncnonbzosanun CK3W Kpuntollpo CSP Ha MIBM, nogkntoueHHbIX K 0BLLE[OCTYNMHBIM CETSM CBA3M,
[OOJKHBI ObITh NPEANPUHATLI 4ONONHUTENbHBIE MEPbI, UCKHOYAIOLLNE BO3MOXKHOCTb HECAHKLMOHNPOBAHHOIO AOCTYNA
K CUCTEMHbLIM PECYpCam UCMOJb3YEMbIX OMEPALMOHHBIX CUCTEM, K MPOrpaMMHOMY ODECMeYeHuto, B OKPYXeHUH
koToporo cpyHkumonupytotr CK3W, n k komnonentam CK3W co cTopoHbl yKazaHHbLIX CeTeiA.

7) MpaBo poctyna k pabouum mectam c ycraHosneHubim 1O CK3W Kpuntollpo CSP npegocrasnsiercs
TOJILKO JINLAM, O3HAKOMJIEHHBIM C MPaBUIaMU MOJL30BAHUS U W3YYNBLUUM SKCMAYaTaUUOHHYIO LOKYMEHTAUMIO Ha
nporpammtoe obecnederue, umetowee B csoem coctase CK3U Kpuntollpo CSP.

8) Ha TexHnueckux cpeactBax, ocHaweHHbix CK3W, momkHO MCnonb30BaTbCs TOMBKO JIMLEH3NOHHOE
nporpaMmmHoe obecnedernne upmM-nponssoanTenei.
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9) B BIOS onpegensitotcsi yCTaHOBKM, WCKAIOHAOLME BO3MOXHOCTb 3arpy3ku OMEPaLVOHHONR CUCTEMBI,
OT/INYHOI OT ycTaHoBneHHon Ha HDD: oTknro4aeTcst BO3SMOXKHOCTL 3arpysku ¢ rubkoro aucka, npueoga CD-ROM
M npoyume HecTaHgaptHble Bugbl 3arpysku OC, Bkntodas ceteByto 3arpysky. He npumensitorcs N9BM c BIOS,
NCKJIOHAIOLMM BO3MOXHOCTL OTKtO4eHUsi ceTeBoii 3arpyskn OC.

10) Cpegcreamu BIOS gosnxHa BbiTh nckto4eHa BO3MOXHOCTb OTK/tOHeHUst nonb3osatensimmn ISA-yctpoiicts
n PCl-yctpoiicte. Jns uckniodeHus 37oii BosmoxxHocTu Bxog B BIOS DBM pomken 6biTh 3awuuieH naponem, K
KOTOPOMY MpPegbABASIOTCS Te e TpeboBaHWMs, 4TO M K naposito nosb3oeatens root. MNapons gns exoga B BIOS
[OJKEH BbITb N3BECTEH TOJILKO MOJIL30BATESNIO root 1 BbITh OTAIMYHBLIM OT MApoJsi MOJIL30BATENS rOOt ANs Bxoga B

OC FreeBSD.

11) Mo 3arpysku OC poskeH ObiTb peann3oBaH KOHTPOJIb LEJOCTHOCTY (haiiioB, KPUTUYHBIX AJisi 3arpy3Ku
OC v nporpammblr CPVERIFY.

12) Mpu 3zarpyske OC posmxeH ObiTb peann3oBaH KOHTPOSb LENOCTHOCTU MPOrpaMMHOro obecnedenus,
Bxogswero B coctae CK3W Kpuntollpo CSP, camoii OC u Bcex wucnosHsiembix paiiiioB, DyHKLNOHUPYOLLUX
cosmecTHo ¢ CK3W ¢ ucnonssosanunem nporpammel CPVERIFY.

13) Cpegcreamn BIOS posmxHa ObITb umckItoHeHa BO3MOXHOCTL paboTel Ha IBM, ecnu BO Bpems ero
Ha4YafbHOV 3arpysKu He NPoxomsaT BCTpoeHHble TecTsl IBM (POST).

14) Ha M3BM ycranasnusaetcs tonsko ogHa OC. Ha M3BM He yctanaBnuBatoTcsi cpefcTs pa3paboTku u
otnagku MO. Ecnn cpeactea oTnagku npuaoxxeHuii Hy)KHbl 4151 TEXHOMOrMYECKMX NOTpebHOCTER opraHn3auum, To nx
MCMOJIb30BaHNE LOJIKHO DObITh CaHKLMOHMPOBAHO aAMUHUCTpaTopoM besonacHocTu. B ntobom cnyyae 3anpewtaertcs
MCMO/Ib30BaTh 3TW CPEACTBA AJi MPOCMOTPA U PEAAKTUPOBAHUS KOAA M NMaMATU npuaoxeHuit, ucnonssytowux CK3N
Kpuntollpo CSP. Cnegyet usberate nonagaHusi B CUCTEMY MpPOrpamm, MO3BOASIOWMX, Nonb3ysick owmnbkamn OC,
nofyyaTb Npusuaeruu root.

15) [osxHo bbiTh orpaHmnyeHo (¢ y4eTom BbIOpaHHON B OpraHm3aumy noanTuki 6e3onacHocTyn) NCnosib3oBaHme
NoAb30BaTENAMU KOMaHA Ccron 1 at — 3aMycka KOMaH[ B YKa3aHHOe Bpems.

16) [osxHo BbiTh peann3oBaHo hr3nNYECcKoe 3aTUpaHNe COAEPKMMOTO YAASIEMbIX (DaiifloB C NCMOJIb30BAHNEM
nporpammel Wipefile ns cocrasa CK3WU.

17) [onxHbl BbITb OTKI/IIOHEHBI BCE HENCMOJIb3YEMbIE CETEBbIE MPOTOKOJIbI.

18) B cnyyae nogkntodenust MIBM c ycranosnennsiv CK3W k obliefocTynHbiM ceTsiM nepeaayn AaHHbIX
0OJKHO ObITb OTKOYeHO ucnonb3osaHue JavaScript, VBScript, ActiveX u gpyrux nporpaMMHbiX OBBEKTOB,
3arpy>kaemblx U3 CETU, B NPUKNAAHbIX Nporpammax 6e3 npoeeaeHnst JONOJHUTENbHbLIX TEMAaTUYECKNX UCCeN0BaHNIA.

19) HosxHbl BbITb NPUHATHI Mepbl MO WCK/IKOYEHNIO HECAHKLMOHMPOBAHHOTO LOCTYNa MOCTOPOHHWX MWL, B
MOMELLEHNS, B KOTOPbIX ycTaHoBNEeHbI TexHu4deckne cpeactea CK3W Kpuntollpo CSP, no pogy cBoeii gesitensHocTu
He SIBASIIOLLMXCS NMEePCOHAIOM, JOMYLLEHHbIM K paboTe B yKa3aHHbIX MOMELLEHUSIX.

20) [omkHo ObITb 3ampelleHo OCTaBAsATL 0e3 KOHTPONS BbIYUCIANTENbHbIE CPEACTBA, HA  KOTOPbIX
skcnnyatupyercs CK3U Kpuntollpo CSP nocne BBoga kntouesoin nndpopmauuu. MNpn yxoge nonbsosatens ¢ paboyero
MecTa [OJIKHO MCMOJb30BaTLCs aBTOMATMYECKOE BKJIOHEHNE NAPOJILHON 3aCTaBKuU.

21) N3 cocTtaBa cuctembl AOMKHO ObITb UCKIOHEHO 0DOpPYyAOBaHME, KOTOPOE MOXET CO3[aBaTb Yrposy
bezonacHoctu OC FreeBSD. Takxe Heobxoanmo u3beraTb WCMOML30BAaHMSI HECTAHLAPTHLIX anmnapaTHbIX CPeACTB,
MMEIOLLNX BO3MOXHOCTb BANSATL Ha dyHkunoHuposarue NIBM unn OC FreeBSD.

22) NMocne nncrannsyum OC FreeBSD cnepyet ycTaHOBUTL BCE pEKOMEHAOBAHHbIE MPOrPaMMHble ODHOBEHMS
! MporpaMMHble OBHOBNEHUS], CBsA3aHHbIE C BE30MACHOCTbLIO, CYLLECTBYIOLME HA MOMEHT MHCTANNALNN.

23) Ha Bce ampektopun, cogepxawme cuctemuble daiinsl OC FreeBSD n katanorn CK3W, neobxognmo
YCTaHOBMTb NMpaBa AOCTyna, 3anpeLarowe BceM nosib3osartensim, kpome Bnagensua (Owner), 3anunce.

24) B cBsi3m C Tem, 4TO aBapuiiHblii AaMn OMNEpaTUBHON MaMST MOXET COAepXaTb KpUnTorpadguyecku
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onacHyto nHpopMaumio, B NpukaagHeix nporpamMmax, ucnonssytowmx CK3W, cregyet oTKI04MTE BOSMOXHOCTL €ro
co3gaHusi ¢ nomowbto yHkuum setrlimit ¢ napametrpom RLIMIT  CORE=0.

25) B OC FreeBSD wucrnonbsyercs BupTyasbHas namste. ObnacTb BUpTyanbHOW MamsiTu AOMKHA ObiTh
opraHusoeaHa Ha otgessHoM HDD. Mo okonuanum pabotel CK3W cogepxumoe BMpTyanbHOW NamsTM LOJSIXKHO
3aTupaTbes ¢ ucnons3osaHunem cpeacte OC. B cnyuae asapuiiHoro octanoea [19BM, npu cnepytoweii 3arpyske
HeobxoanMo B pexume «single usery o4nmcTuTb 0bnacTe BUpTyanbHOW namsaTu nporpammoii wipefile, Bxoasiwel B
coctas CK3U Kpuntollpo CSP. B cny4yae Bbixoga u3 ctpos HDD, Ha koTopom HaxogmTcsi obnactb BMPTYasibHOM
namsaTu, Kpuntorpacuyeckne KU nognexar eoisogy us geiicteusi, a HDD cunTaetcs He nogsiexawmm pemoHTy.
S71oT HDD yHuuTOXaETCA MO NpaBuiaM YHUHTOXKEHUS KJIKOYEBLIX HOCUTENEN.

7.2 [OononHntensbHble HacTporikn OC FreeBSD

HononnutensHele HacTpoiiku OC FreeBSD kacatotcs cnegyrouero:

OrpaHuyeHne JOCTyna MNosb30BaTeNed N HaCTPONKN MOJIb30BATENLCKOrO OKPY>KEHUS;
OrpaHUYeHne CeTeBbIX COEAVNHEHNIA;

OrpaHUYeHnst Npu MOHTUPOBaHUN haliNIOBLIX CUCTEM,;

OrpaHN4eHNs Ha 3anycK MpoLEeCCOoB;

e KoHTposib 3arpy3ku OC 1 KOHTPOAb LENOCTHOCTN CUCTEMHOrO 1 MPUKJIALHOrO NPOrpaMMHOro obecneveHus
[OJKeH 0becneymBaThCs nNpy NOMOLLM NPOrpaMMHo-annapaTHoro komnnekca 3awmutsl o HCJ (cm. cooTseTcTBytOWNiA
pa3gen B gokymente XXTHAK.00101-01 91 01. Kpuntollpo CSP. PykosoacTeo agMuHucTpaTtopa besonacHoctu. Obuias
4acTb), 4TO O3HAYaeT:

— BbINOJIHEHNE 3aTPY3KU C PUKCUPOBAHHOIO HOCUTENS MOCE Er0 KOHTPOIS;
— obecneyvermne koHTpons uenoctHocT OC u npukaagHOro nporpaMMHoOro obecneyeHns Ao 3arpysku Ha
3arpy304HOM [AUCKE U APYrvX MOAK/IOHEHHBIX AUCKaX.
B ciyyae oTcyTCTBUS noMoLm nporpaMmMHo-annapaTHoro kommnekca 3awutsl oT HCJ, KoHTposib LenocTHocTm
MPOBOANTCS C MOMOLLLIO YyTUANTLI cpverify.
e fononHuTesnbHble HacTpoiiku sapa OC;
® HACTpoOliKa CeTeBbIX CEPBUCOB;
® OrpaHNUYeHNe KOMYECTBA «BMAMMON U3BHE» UHGOPMALUN O CUCTEME,;
® HaCTpolika MOACUCTEMbI MPOTOKOJAMPOBAHNS U ayauTa.

Hactpoiikn OC FreeBSD BbinonHsitotcs nytem pepaktupoBaHusi (yganenusi, [oDaBneHWsi) pasnunyHbiX
KOHPUTYPaLMOHHBIX 1 KOMaHAHbLIX haiiios.

[ns coxpaHeHUs BO3SMOXHOCTU «OTKAaTUTb» BHECEHHbIE W3MEHEHUS CNEAYET COXPaHSATb MOAUPUUMpPYEMbIE
halinbl B «besonacHoM» MecTe (Ha BHELLUHEM HOCMTENE NI HA HE MOHTUPYEMOIi aBTOMaTuU4ecKmn haliNioBoii cucTeme).
MKenatenbHo cKonMpoBaTh M3MeHsieMble halisibl (KaTasorn) ¢ COXpaHEHNEM CTPYKTYpbl KaTasoros.

OrpaqueHme AoCTtyna nosib3oBaTtenein u HaCTpOﬁKM NnoJ1b30BATEJIbCKOITr0O OKpPYy>XeHus

HacTpoiika nosb30BaTENbCKOrO OKPYXXEHWS 3aKJIHOHAETCSl B CNEAYIOLUNX OEACTBUSAX:
1) B daiine /etc/login.defs cnegyer yCTaHOBUTL ClIEAYIOLME ANPEKTUBDI:
Login-retries=3 (3afaeT 41CNO MOBTOPHBIX MOMBLITOK PErNCTPaLWK MOb30BaTENs nporpammoii login)
e passwordtime=180d (ans orpaHndeHusi cpoka aeiicTust napons 180 cytkamu)
e coredumpsize=0K (ans 3anperta cozgaHus core-¢paiinos)
e SYSLOG FAILED LOGINS=0 (amupekTBa npeAnnCbLIBAeT MpPOTOKONMPOBATb BCE  MOMbITKM
Hey[a4HOlW permcTpaumum nonb3oBaTens)
e UMASK=022 (napameTp 3agaeT macky co3gaHus aiina no-yMosHaHumio).
e CONSOLE=/dev/console (napameTp orpaHM4MBaeT BO3MOXXHOCTb PErMCTPALMK Cynepnosib30BaTess
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TOJIBKO CMCTEMHOW KOHCOJIbIO M 3anpeLaeT yaaneHHble PErMCTpaLmny Cyneprnob30BaTens).

2) Ons  nonb3oBaTenss root YCTaHOBWTb Macky pexuma cosgaHus  daiinos 077 wwm  027:
umask 077 (umask 027);

3) Ortpegaktuposats aiin /etc/shells n NOMECTUTb B HEFO MMEHA TOJILKO AJISt TEX UCTIOJIHSEMbIX (haliioB
0b0n04eK, KOTOPbIE YCTaHOBJEHBI B cucTeMe. [lo-ymonyanuio, cogepxxnmoe caiina /etc/shells MOXeT BbITb TakuMm:

/bin/csh

/bin/tcsh

/bin/sh
/usr/local/bin/bash

4) Ypanutb caiin (ecnu oH cywecTsyet) /.rhosts.

5) Vpanutb copepxxumoe cpaiina /etc/host.equiv.

6) OtpegaktupoBatb cpaitn /etc/pam.conf c uenbto 3anpeta rhosts-ayteHTudpmkauyum. Boinonusiercs
KOMMEHTMPOBAHMNEM BCEX CTPOK, COAEPXaLLuX noacTpoky "pam rhosts auth.so".

7) TMpoBepnTb nAeHTNNKATOPLI MONBL3OBATENS W FPYNNbI AJisi BCEX MOJb30BATENEN, NEPEHNCIIEHHBIX B (haiisie
/etc/passwd. Cnegyer ybeauThcs, HTO He CYLLECTBYET MoJib30BaTeNel, UMeLWMX naeHTudmnkaTop nonssosatens 0
n ngeHtTndpukaTop rpynnsl 0 KpoMe, BOSMOXHO, MOJL30BATENS rOOt.

8) CospaTb mepedeHb NPOrpamMM, KOTOPbIE 3aMyCKatOTCs C NPaBaMiu afMUHUCTPATOPa, N KOHTPOJIMPOBATL €ro
HEU3MEHHOCTB;

9) 3anpeTuTb perucTpauyuio B CUCTEME NOJb30BATENEN, UMEIOWNX CIEAYIOWMNE «CAYKEDHBIE NMEHa

e daemon
bin
sys
adm
Ip
smtp
uucp
nuucp
listen
nobody4
nobody
® noaccess

[eiicTBue BbIMONHsIETCA nyTeM ykasaHus B paiine /etc/passwd ctpokm '/shin/nologin’ B none shell-

NporpaMmsbl 1 YKasaHusi CUMBOAA 'X B NOJE Napossi.

Ol'paHI/I‘-IEHI/ISI npun MOHTUpPOBaAaHUN d)aﬁﬂOBbIX cncrTtem

OrpaHunyennsi npu MOHTUPOBaHMK haiioBbIX CUCTEM PeasM3yloTCst peAakTnpoBaHuem caiina /etc/fstab:

e VcTaHoBMTL onumio nosuid npu MOHTMPOBaHUM HaliNoBON CUCTEMbI /var.

e [lpn nHCTanNAUMN CMCTEMbI CNefyeT BblAennTb Anst dpaiinosbix cuctem /, /usr, [usr/local, /var pasHbie
pasgenbl ANCKa AJ1s NPefOTBPALLEHNS MEPENOIHEHNST KPUTUYHBIX daiinosbix cuctem (/, /var) 3a cyet, Hanpumep,
MONb30BaTENLCKUX AaHHbIX 1 0becneyeHnsi BOSMOXHOCTI MOHTUPOBaHUS (haiiIoBON CUCTEMBI /USK B PEXIME K TOJIBKO
BNt HTEHUS .

OrpaHuyeHns Ha 3anyck npoueccos

CnepyeT orpaHu4nTbL UCMONBL30BaHWE B CUCTEME MJAHMPOBLLMKA 33434 Cron U CPeACTB nakeTHoli obpaboTku
3agaHunii. [Jns HOpManbHOrO (PYHKUMOHUPOBAHUS CUCTEMBI MUHUMAJBHO HEODXOAUMLIM SIBASIETCS Pa3peLueHmne
MCMOIb30BaHNST MNAHUPOBLLMKA 3a[ad Cron M CpeacTB nakeTHol obpaboTKy 3afaHuii TONMBLKO MOMb30BaTENO root.
[ns 3Toro cnepyet BLINONHUTBL ChedytoLwMe KOMaHAbI (OT UMEHU Cynepnonb30BaTens):
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echo root > /var/cron/allow
echo root > /var/at/at.allow

HacTpolika ceTeBbIx CEPBUCOB 3aKJHOYAETCS B CIEAYHOLLEM:

1) CnepyeT orpaHnunTb (BYHKLMOHANLHOCTL AEMOHA YMpaBJ/ieHUsl CeTeBbIMU coefuHeHusiMm inetd (xinetd).
[HelicTene 3aknovaetcs B pepakTuposanun haiina /etc/inetd.conf. B dhaline /etc/inetd.conf cneayer
3aKOMMEHTPOBaTb (YAaNuTb) CTPOKW, COAEPXKALYME OMUCAHWSI TEX CEPBMCOB, WCMOJb30BAaHNE KOTOPbIX Ha
KOHUTYPUPYEMOM KOMMbIOTEPE HE SIBASIETCS HEODXOANMbBIM.

Kak MuHUMyM, cneayeT 3anpeTuTb CReayoLme CEPBUCHI:

e echo
discard
daytime
chargen
finger
systat
netstat
tftp
telnet
nfsd

BoamoxxHO Takxke cHayana 3akoMMmeHTUpoBsaTh B dhaiine /etc/inetd.conf onucaHus BCEX CEPBUCOB U 3aTeM
PaCKOMMEHTMPOBATb TOJIbKO UCMOb3YyeMbIE.

2) Wcnonbsys ytunnty sysinstall, oTkntounTs Hencnonb3yemble ceTeBble CEpBUCHI, 1 CyXDbbl, 3anyckaembix
npw CTapTe CUCTeMbI, 3aNyCTUTb paboTy NoACUCTEMbI accounting A1t KOHTPOS 3aMyCKAaEMbIX MPOLLECCOB.

3) Cnegyer 3anpeTuTb NprveM M3 BHELWHell CeTW <«LIMpoKoBewaTenbHbixy (broadcast) naketos, a Takxe
nepefavy OTBETOB Ha MPUHATbIE «LIWPOKOBELLATENbHbIEY MAKETbI;

4) 3anpetuTb cynepnonb3oBaTento fOcTyn no ftp, ans sToro gobasuts 'root’ B haiin /etc/ftpusers;

5) Ecnn nnaHmpyetcs mcnonb3oBaTb Ha HacTpauBaemom cepeepe cepeuc FTP, 1o cnegyer cospatsb
(oTpepakTupoBath) dhaiin /etc/ftpusers co CNUCKOM MOsb30BaTeNel, AN KOTOPbIX 3aMpeLleH JOCTyn K CepBepy
no npotokony FTP. ®aiin umeer TekcToBbI hopMaT U [JOKEH COAEPXKATb MO OAHOMY MMEHW MOJib30BaTeENsl B
cTpoke. B crincke «3anpelyeHHbix» Nonb30BaTeNER, KaK MUHUMYM, AOJKHbI DbITb Nepedncinerbl cnegyrowme nmeHa
nosib30BaTeNeii:

e daemon
bin
sys
adm
Ip
smtp
uucp
nuucp
listen
nobody
noaccess

6) [ns orpaHuyeHms [OCTyna K CUCTEMHbIM paiinaM ANs HEMPUBMAErMPOBAHHbLIX MONb3OBATENEN, U3
KOMaHZIHOW CTPOKW ClieflyeT BbINOJAHUTL Cneaytolme KOMaHabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

Crpanuua 21 us 28



MKTAN.00101-01 91 04. KpunTollpo CSP. Pykoeoacteo agmunuctpaTtopa besonactoctu. Vcnonssosanue CK3N
nog ynpaenernnem OC FreeBSD

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode

7) Takxe cnepyet obHynuTb cpnar SGID gns HekoTOpbIX UCNONHSIEMbIX (halinoB.:

chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

OrpaHuyeHune konnyecTsa «BUAUMON U3BHE» WH(pOpMaLUM O cucTeme

ObbI4HO, HayvanbHYO MHOPMALMUIO O CUCTEME MOTEHUMANbHbIA HapYWWUTENb MOAYHaeT W3 CUCTEMHbIX
NPpUriaLleHnii, BbIAaBaeMbIX ceTeBbIMU Cy>xxbamu cepeepa (telnet-cepsep, ftp-cepsep u np.).

K Mepam no orpaHu4eHunto KOJMYECTBA « BUANMON U3BHE» MHOPMALMM O CUCTEME OTHOCATCS:

e OTKas OT CTaHJapTHOrO «3arojoBKay, BbIBOAUMOro cepsepom ftp npu oTeeTe nonbsosatento. Jocturaercs
ykazaHuem B daiine /etc/ftpwelcome cnegyrowux aupektus: BANNER=;

e PepakTtupoBaHue daiinioe /etc/issue, /etc/ftp-banner u /etc/motd C UeNblO Pa3bSCHEHUS
NoNb30BaTENAM NPaBUA 1 NOJANTUKN JOCTyna K cepeepy ftp.

HaCTpOﬁKa noagcucTemMmbl NPOTOKOINPOBAHUA N ayanTa

1) CnepyeT yAOCTOBEPUTLCS, YTO TOJILKO MOJIb30BATENb rOOt MEET JOCTYM Ha 3aMNChb A5 CAEAYIOLMX daiiios:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2) Ecnn Ha HacTpamBaemMoM cepBepe uCnosib3yetcst web-cepeep, To cnefyer ybeanTbCs, 4HTO TOJIBKO
"Bnageney"npouecca httpd nmeert goctyn Ha 3anuck kK npotokonam httpd,

3) OrpaHnuntb (c ydveTom BblOpaHHO B OpraHM3auMnm MNOANTWKKM OE30MACHOCTM)  WCMONBb30BAHME
MoJIb30BaTENSAMN KOMaHA su 1 sudo — MpeAocTaBfieHnst NOAb30BATENO aAMUHNCTPATUBHBLIX NOJHOMOYMIA.

4) CnepyeT npOTOKOANPOBATb MOMBLITKMA WCMOIL30BaHMSt nporpamm su u sudo. [ns storo, B dpaiin
/etc/syslog.conf cnepyet fobaBUTL 3anuchb:

auth.notice /var/log/authlog

nnn
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auth.notice /var/log/authlog, Q@loghost.

BTopas cTpoka aHanornyHa nepeoii, HO YKa3bIBaeT, YTO NPOTOKOJ AOMOJHUTENLHO NepeaaeTcst Ha cepeep cbopa
MPOTOKOJIOB.

5) Cnepyet obecnednTb MPOTOKOAMPOBAHME HEYCMELLUHBIX MOMLITOK PErucTpauum B CUCTEME B JIOKAJILHOM
npotokone. [Ins aToro, cneayeT BbINOAHUTL ChefytoLie KOMaHAbI:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

6) [nsi NpoTOKONMPOBaHNS CETEBbIX COEANHEHNIA, KOHTPOAMPYEMbIX AeMOHOM inetd (Bkatodas Aaty/Bpems
coeauHeHus, |[P-agpec knneHTa, yCTaHOBMBLLErO COEANHEHME U UMSI CEPBUCA, ODCNY>KMBAIOLLErO CoefjuHeHNe), B daii
/etc/syslog.conf cnegyet nobaBuTtb 3annch:

daemon.notice /var/log/syslog

n B chaiine /etc/rc2.d/S72inetsvc 3aMeHUTL CTPOKY

/usr/sbin/inetd -s

Ha

/usr/sbin/inetd -s -t.
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8 TpeboBaHusi No kKpunTorpacdpmnyeckoi 3awmTe

JomKHbI BBINOAHATLCA TpeboBaHusl Mo KpunTorpadpuyeckoli 3awmte pasgena 6 gokymenta XTHAM.00101-
01 91 01.KpunTollpo CSP. Pykoeoactso agMuHucTpatopa besonacHoctu. Obwast vacte B yactu, kacawoweiics OC
FreeBSD.

Heobxoammo BbINONHUTL HACTPOIKY onepaLmoHHOoi cuctemsl ans pabotel ¢ CK3W no paza. 7.2.

KoHTposeM LefloCTHOCTY JOJIXKHbI ObITh OXBayeHbl (haiisibi:

FreeBSD (x86)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1ibcapi20.s0.4
/opt/cprocsp/lib/ia32/1libcpext.so.4
/opt/cprocsp/lib/ia32/1libasnldata.so.4
/opt/cprocsp/lib/ia32/1libasnldata_XER.so.4
/opt/cprocsp/lib/ia32/1libssp.so.4
/opt/cprocsp/lib/ia32/libenroll.so.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.6
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/modules/ia32/kern.osreldate.702000/drvcsp.ko
/opt/cprocsp/modules/ia32/kern.osreldate.1000510/drvcsp.ko
/opt/cprocsp/modules/ia32/kern.osreldate.802000/drvcsp.ko
/opt/cprocsp/modules/ia32/kern. .803000/drvcsp.ko
/opt/cprocsp/modules/ia32/kern. .804000/drvcsp. ko
/opt/cprocsp/modules/ia32/kern. 901000/drvcsp.ko
/opt/cprocsp/modules/ia32/kern. 902001/drvcsp.ko
/opt/cprocsp/modules/ia32/kern. 903000/drvcsp.ko
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/modules/ia32/kern.osreldate.
/opt/cprocsp/modules/ia32/kern.osreldate.

osreldate
osreldate
osreldate.
osreldate.
osreldate.

702000/ cpesp_gost . ko
1000510/ cpesp_gost . ko

/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.

osreldate.
osreldate.
osreldate.

osreldate
osreldate

osreldate.

/opt/cprocsp/bin/ia32/cp-genpsk.sh

/opt/cprocsp/bin/ia32/genpsk

/opt/cprocsp/lib/ia32/1libike_gost.so.4
/opt/cprocsp/lib/ia32/libesp_gost.so.4
/opt/cprocsp/lib/ia32/1libcsp.so.4

/opt/cprocsp/lib/ia32/1librdrrndmbio_tui.so.4

802000/ cpesp_gost
803000/ cpesp_gost
804000/ cpesp_gost

.901000/cpesp_gost
.902001/cpesp_gost

903000/cpesp_gost

.ko
.ko
.ko
.ko
.ko
.ko
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/opt/cprocsp/lib/ia32/1libcppkcsll.so.4
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/1librdrrndm.so.4
/opt/cprocsp/lib/ia32/1librdrsup.so.4
/opt/cprocsp/lib/ia32/librdrdsrf.so.4
/opt/cprocsp/lib/ia32/1librdrfatl2.so0.4
/opt/cprocsp/lib/ia32/1libcapil0.so0.4
/opt/cprocsp/lib/ia32/1ibcpui.so.4
/opt/cprocsp/lib/ia32/1libcpalloc.so0.0
/opt/cprocsp/lib/ia32/1libjemalloc.s0.0
/opt/cprocsp/sbin/ia32/unreg_prov_type_name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount_flash.sh
/opt/cprocsp/lib/ia32/1librdremv.so.4
/opt/cprocsp/lib/ia32/1librdrpcsc.so.4
/opt/cprocsp/lib/ia32/librdrric.so0.4
/opt/cprocsp/sbin/ia32/ccid_reg.sh
/opt/cprocsp/lib/ia32/1libcpcvcert.so.4
/opt/cprocsp/lib/ia32/1ibrsaenh.so.4
/opt/cprocsp/sbin/ia32/stunnel_thread
/opt/cprocsp/sbin/ia32/stunnel_fork
/opt/cprocsp/sbin/ia32/stunnel_hsm

FreeBSD (x64)

/opt/cprocsp/bin/amd64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amd64/1ibcapi20.s0.4
/opt/cprocsp/lib/amd64/libcpext.so.4
/opt/cprocsp/lib/amd64/1libasnldata.so.4
/opt/cprocsp/lib/amd64/libasnldata_XER.so.4
/opt/cprocsp/lib/amd64/1ibssp.so.4
/opt/cprocsp/lib/amd64/1ibenroll.so.4
/opt/cprocsp/lib/amd64/1liburlretrieve.so.4
/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amd64/1libcpcurl.so.6
/opt/cprocsp/lib/amd64/libcpcurl.a
/opt/cprocsp/modules/amd64/kern. osreldate.801000/drvcsp. ko
/opt/cprocsp/modules/amd64/kern.osreldate.1000510/drvcsp.ko
/opt/cprocsp/modules/amd64/kern. osreldate.802000/drvcsp. ko
/opt/cprocsp/modules/amd64/kern.osreldate.803000/drvcsp. ko
/opt/cprocsp/modules/amd64/kern. osreldate.804000/drvcsp. ko
/opt/cprocsp/modules/amd64/kern.osreldate.901000/drvcsp . ko
/opt/cprocsp/modules/amd64/kern.osreldate.902001/drvcsp. ko
/opt/cprocsp/modules/amd64/kern.osreldate.903000/drvesp. ko
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/opt/cprocsp/lib/amd64/1ibcpcdrv_emul . a
/opt/cprocsp/modules/amd64/kern.osreldate.801000/cpesp_gost.ko
/opt/cprocsp/modules/amd64/kern.osreldate.1000510/cpesp_gost.ko
/opt/cprocsp/modules/amd64/kern.osreldate.802000/cpesp_gost.ko
/opt/cprocsp/modules/amd64/kern. osreldate.803000/cpesp_gost.ko
/opt/cprocsp/modules/amd64/kern.osreldate.804000/cpesp_gost.ko
/opt/cprocsp/modules/amd64/kern. osreldate.901000/cpesp_gost.ko
/opt/cprocsp/modules/amd64/kern.osreldate.902001/cpesp_gost.ko
/opt/cprocsp/modules/amd64/kern. osreldate.903000/cpesp_gost.ko
/opt/cprocsp/bin/amd64/cp-genpsk.sh
/opt/cprocsp/bin/amd64/genpsk
/opt/cprocsp/lib/amd64/1ibike_gost.so.4
/opt/cprocsp/lib/amd64/1ibesp_gost.so.4
/opt/cprocsp/lib/amd64/1ibcsp.so.4
/opt/cprocsp/lib/amd64/1librdrrndmbio_tui.so.4
/opt/cprocsp/lib/amd64/1libcppkcsil.so.4
/opt/cprocsp/bin/amd64/cpverify
/opt/cprocsp/bin/amd64/wipefile

/opt/cprocsp/bin/amd64/csptest
/opt/cprocsp/lib/amd64/1librdrrndm.so.4
/opt/cprocsp/lib/amd64/1ibrdrsup.so.4
/opt/cprocsp/lib/amd64/librdrdsrf.so.4
/opt/cprocsp/lib/amd64/1librdrfatl2.s0.4
/opt/cprocsp/lib/amd64/1ibcapil0.so.4
/opt/cprocsp/lib/amd64/1ibcpui.so.4
/opt/cprocsp/lib/amd64/libcpalloc.s0.0
/opt/cprocsp/lib/amd64/1libjemalloc.so.0
/opt/cprocsp/sbin/amd64/unreg_prov_type_name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount_flash.sh
/opt/cprocsp/lib/amd64/librdremv.so.4
/opt/cprocsp/lib/amd64/1ibrdrpcsc.so.4
/opt/cprocsp/lib/amd64/librdrric.so.4
/opt/cprocsp/sbin/amd64/ccid_reg.sh
/opt/cprocsp/lib/amd64/1libcpcvcert.so.4
/opt/cprocsp/lib/amd64/1ibrsaenh.so.4
/opt/cprocsp/sbin/amd64/stunnel _thread
/opt/cprocsp/sbin/amd64/stunnel_fork
/opt/cprocsp/sbin/amd64/stunnel _hsm
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

[ns BKNtOUeHUs /OTKAOYeHNs 3HadeHue log ncnonb3yiiTe:
1) FreeBSD

[ns 3agaHns ypoBHs npoTokona:
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -mask 0x9

[ns 3agaHns dpopmata npoTokona:
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp - format 0x19

[ns npocmMoTpa Macku TekyLlero ypoBHsi 1 chopmaTta npoTokosa:
/usr/ cpro-csp/sbin/cpconfig -loglevel <cpcsp -view

2) ans FreeBSD yposHs sigpa

VnpaBneHune npoTokonMpoBaHuem nopdepxusaerca Ha ypoeHe API, cmotpu «>KTHAWM.00101-01 96 01.
Kpuntollpo CSP. PykoBogcTeo nporpammMumcTa.

3HayeHMeM napameTpa ypoBeHb NPOTOKONA SIBASIETCS buTOBast Macka:
N DB ERROR =1 # coobuenus ob ownbkax
N DB LOG = 8 # coobuieHusi o Bbi3oBax

3HaveHnem napametpa dopmaT NPOTOKOA SIBNSETCA BUTOBasi Macka:
DBFMT _MODULE = 1 # BbiBOguTL nMsi Moaynsi
DBFMT_THREAD = 2 # BblBOANTbL HOMEP HUTKU

DBFMT _FUNC = 8 # BbiBOguTh nMsi cbyHKLMM

DBFMT _TEXT = 0x10 # BbiBoguTb CamMo coobLueHune

DBFMT _HEX = 0x20 # sbisognts HEX gamn

DBFMT_ERR = 0x40 # BbiBoguTb GetlLastError
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Jlnct peructpaunn nameHeHui
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Ne
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OOKYMEHTa
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Mognuck

HaTa
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